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Abstract—Personal health record (PHR) systems are widely
used in the developed world, but little has been done to explore
the utility of these PHR systems in the developing world. A
key reason for this is that many developing world areas suffer
from technological impediments resulting from poor infrastruc-
ture, low literacy, intermittent power connectivity, and unstable
bandwidth connectivity. In technological resource constrained
environments such as these, deploying standard PHR systems
is challenging. Therefore PHR systems need to be redesigned
for usability and reliability in resource constrained scenarios.
Additionally, the inherent privacy and security sensitivity of
healthcare data makes re-designing the PHR systems to take
into account the security and privacy requirements, a necessity.
The goal is to opt for security mechanisms that offer the same
levels of security as is the case in the standard PHR systems that
are used in the developed world, but that are also lightweight in
terms of performance and storage overhead. In this paper, based
on the observation that mobile phone use is widely proliferated
in developing countries, we propose an access control framework
supported by identity-based encryption for a secure Mobile-PHR
system. Results from our prototype evaluation (laboratory and
field studies) indicate that the proposed IBE scheme effectively
secures PHRs beyond the healthcare provider’s security domain
and is efficient performance-wise.

I. INTRODUCTION

Electronic health (E-health) systems emerged to enable
the use of electronic information and communication tech-
nology in the health sector [15]. While some definitions
associate E-health strictly with computers, Harrison and Lee
[15] define this to broadly refer to any electronic exchange
of health related information, analyzed through electronic
media to improve the efficiency and effectiveness of healthcare
delivery[13].

E-Health systems can improve the efficiency and effec-
tiveness of healthcare service delivery by enabling healthcare
providers and patients to monitor, control and provide health
information as well as communicate more effectively across
organizational boundaries [22]. Despite the many benefits of
having E-health systems, the development of appropriate and
scalable Electronic Health Record (EHR) and, Personal Health
Record (PHR) systems in developing countries has proved
difficult due to limitations that are inherent to the technological
infrastructure. As such, the majority of current healthcare
services and practices in developing countries are primarily
paper-based [23]. Paper-based health record systems are prone
to incorrect recording of diagnoses, unavailability and loss of
patient information, delays in accessing the information and
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space limitations for record-keeping [4], [23]. Additionally,
due to resource constraints, such as intermittent power and
internet connectivity, automating these processes securely and
in a privacy preserving manner is challenging. For instance,
in a study we conducted at the Allan Galpin Health Centre
(AGHC) Uganda, we discovered that all the clinical employees
including doctors, nurses, receptionists and technicians have
access to all the health records for all the patients in the
E-Health system which implies that there is no role-based
access control hierarchy implemented and so no real way of
controlling data access authorizations.

A. Motivation and Problem Statement

The proliferation of mobile-phone use in resource con-
strained environments [16], user demands for more patient-
controlled access to healthcare data [18], [4], and the growth
in wireless infrastructure to support communications has re-
sulted in a plethora of mobile healthcare management systems.
Rashid and Elder[18] identified several reasons why mobile
phones are considered important for rural healthcare. First,
beyond basic connectivity, mobile phones offer benefits such as
mobility to users. Secondly, the base-stations can be powered
using the healthcare providers generators in places where there
is no electrical grid. In addition to voice communication,
mobile phones allow for the transfer and exchange of health
information, which can enable physicians to remotely monitor
patients health, and enable a user to manage his/her healthcare
data more easily[6]. These features have made mobile phones,
as opposed to standard computers, better suited for rural
developing world regions.

While mobile phones are flexible and cost efficient commu-
nication and storage-wise, oftentimes mobile phones do not of-
fer mechanisms for adequately protecting healthcare data from
unauthorized disclosure. The problem becomes more chal-
lenging when the device is located outside of the healthcare
provider’s security domain because enforcing the healthcare
provider’s security policies on the data is challenging. Some
cellular phone operating systems provide sophisticated security
mechanisms such as application-oriented access control, but
the architectural constraints of standard PHR systems result
in security vulnerabilities that are centered around the fact
that the stored data is insufficiently protected[10], [9]. Mobile
phone processing and memory limitations make supporting
security architectures challenging and so, the healthcare data
downloaded and stored on mobile phones remains unprotected,
as well as potentially accessible by unauthorized parties.
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Therefore, a secure and efficient architecture, that takes into
account the device’s as well as the environment’s constraints,
is needed to facilitate secure data sharing on a mobile PHR
platform.

B. Contributions

In this paper, we propose a secure and efficient architecture
for accessing Personal Health Records (PHRs) on mobile
phones. Based on a contextual study and a participatory design
study, we propose an Access Control Framework (ACOF) to
protect patients’ records on mobile devices while ensuring
that the healthcare provider’s security policies are enforced
beyond the healthcare provider’s trust boundaries. Our ACOF
uses identity based encryption (IBE) with 128-bit Advanced
Encryption Standard (AES) keys to protect PHRs from unau-
thorized access. We implemented and evaluated a prototype
mobile health (m-health) application and discuss the results of
our usability experiments (field and laboratory). Our results
indicate that the ACOF offers a viable approach to provid-
ing efficient and secure storage of PHRs on mobile phones.
Furthermore, we note that IBE supported mobile phone-based
PHR systems can be used effectively, efficiently, and securely
in technology resource constrained environments.

C. Outline

The rest of the paper is structured as follows. In Section 2,
we discuss related work on secure E-health systems. Section 3
presents our proposed access control framework and in Section
4, we discuss results from experiments (laboratory and field),
using our prototype M-Health system. We offer concluding
remarks and avenues for future work in Section 5.

II. RELATED WORK

According to Glocal [1], developing countries are behind
developed countries in E-health services due to the failure to
develop E-health roadmaps by governments, frequent power
outages and unstable bandwidth connections. Electronic health
records (EHRs) enable the efficient communication of medical
information and thus reduce operating costs and administrative
workload [20]. A shortcoming of EHRs is that of data porta-
bility. EHRs can lose utility due to provider changes or moves
to a remote areas with no Internet connections. In cases where
the patients have no access to personal health records, it is
infeasible to export the data from the previous provider to the
new provider [20].

A number of PHRs have emerged that provide patients with
secure access to manage their health information. However,
studies reveal that there is no standard framework for PHR
[21]. In the patient-centric PHR model, patients control their
entire PHR via web portals or portable computing devices
such as mobile phones to import, read and update their
records. Device-based PHRs can address the portability issue
by requiring the mobile phone to be preloaded with some
software intended to download and organize health information
on the phone. Patients have control over their health records,
and experience much greater opportunity for portability [20].
The device-based PHR typically provides functionalities for
automatically interfacing and synchronizing with the hospital
server to provide updated health records [20].
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Mobile phone-based PHRs can provide patients with a
mechanism to communicate with their providers when the
hospital servers are offline[6]. However, as in EHR systems,
a mobile phone-based PHR also raise questions pertaining
to security and privacy[6]. For example, a working group
sponsored by the Markle Foundation conducted a consumer
survey of PHR systems, and ninety-one percent of the respon-
dents reported that they are very concerned about the privacy
and security of their personal health records. In addition to
user identification and password methods, some PHR systems
implement role-based access control (RBAC) scheme to man-
age users access rights [24]. Two of the typical examples
of authentication-based PHR system include: the Indivo and
PCASSO platforms [3]. The RBAC scheme usually places
full trust at the server to protect patients records and so is
not well adapted to PHR scenarios where users (patients)
might experience extended periods of disconnections from the
hospital server. In this case, it makes sense to have a secure
framework for enforcing the hospital’s security policies on the
mobile phone, even when the device falls outside the hospital’s
security domain or is disconnected from the hospital network.
We are now ready to describe our proposed ACOF design.

I11.

PHR systems facilitate patient-provider communication but
also raise security and privacy issues[6] that a concern for
healthcare providers, in particular. In the adversarial model
illustrated in Figure 1, we consider a traditional healthcare
scenario in which patients’ electronic health records (EHRs)
are stored on a local server of the healthcare provider, e.g.,
hospital. We assume that patients (users) are equipped with
mobile devices such as mobile phones on which the patients
can use to download and store their Personal Health Records
(PHRs). Since patients health records are originally stored
at the hospital server, mobile phones communicate with the
server via wireless network connections through a mobile
phone-application using standard web browsers on the mobile
phone. In this case one could envisage a scenario in which
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Fig. 1.

Adversarial Model

an adversary attempts to eavesdrop or manipulate the patients
records by using the weak link in the security chain. In this
example, unprotected healthcare records on the mobile phone
end or intercepted during the mobile phone’s communication
connection to the server would present an easy point of unau-
thorized access to the patient’s information. So, the adversary’s
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goal in this situation is to gain unauthorized access the patients
medical records mainly by tricking the patient into handing
over his/her phone or simply eavesdropping or triggering a
“man-in-the-middle” attack on the unsecured communication.

Similar to desktop-based PHR systems, mobile phone-
based PHRs must provide the following functions to the user:
confidentiality and integrity of data, user authentication, and
none repudiation [6], [9]. We introduce an Identity-Based
Encryption (IBE) inspired access control framework (ACOF)
that supports secure sharing of PHRs on a mobile phone.
To achieve this, the framework enables end-users to securely
download and update their medical records onto the mobile
phone, as well as selectively share the PHRs with the health-
care providers in an offline mode i.e. when hospital servers are
offline due to unstable power connectivity and/or unreliable
Internet connections. This reduces the need to rely on online
access control to access the PHRs at the healthcare provider’s
end. Figure 2 presents the overall structure of the ACOF.

The Access Control Framework (ACOF) is composed of
four-modules that together provide secure sharing of personal
health information beyond the healthcare providers security
boundaries. The modules (registration module, authentication
module, prescription module, and encryption module) inter-
act with each other to ensure protection of the PHRs and
secure offline access to the PHRs. The registration module
comprises a registration service that enables end-users such
as healthcare providers to create an account for patients. A
user receives a copy of his/her personal records on a mobile
phone by registering on the registration service (RS). The
RS is a web interface that captures users information such
as identification number, date of birth, and email address to
generate a personal identification number (PIN). The registered
PIN is the corresponding identification information for each
user. We use the Secure Socket Layer (SSL) protocol, for the
submission of users information to the server. The information
is encrypted with a private key that is generated based on the
user’s credentials and is protected using the user’s PIN.

After signing up to the server, the registration service
updates the list of the registered users with the new users
credentials. A user listed with the RS can download and view
the that handles calculating users private keys. A registered
user can send a private key request to the TA to receive
his/her private key. For security reasons, the transmitted key
is encrypted using an IBE scheme. Besides, TA issues private
keys after requesting the list of users IDs and the corresponding
selection of system parameters.

The authentication module was designed on the assumption
that the trust authority service is running on a secure and
protected healthcare provider’s server, accessible only by the
authorized hospital administrators. This can be achieved by
configuring the hospital server with the anti-virus software and
a local firewall, which prevent illegitimate traffic traveling from
the Internet to the hospital server. When a new or modified
record is submitted for storage to the hospital sever, the pre-
scription module transfers the records to the encryption module
where sensitive portions are selected for encryption with a
128-bit AES session key. For efficiency purposes, we use a
standard hybrid approach where records are encrypted using a
128 bit AES session key and the session key is protected using
an IBE scheme. The protected session key is then transferred
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to patients mobile phone. Once records have been encrypted,
the encrypted records can then be stored at the hospital own
server and/or exported to the patients mobile phone along
with metadata, which includes the encrypted symmetric key
and the associated disclosure policies. The hash value derived
from these policies is encrypted along with the session key
for an integrity check. The ACOF offers a form of public key
encryption where the corresponding private keys are generated
by the key server. The key server or the Trusted Authority
(TA) uses the patients credentials (originally submitted to
the RS) to generate the private key. For security reasons,
private key is then used to protect the session key before it
is delivered onto the patients mobile phone. To enable mobile
access, the M-Health App system incorporates the push model
where the healthcare provider’s server takes the initiative to
push the modified records to the intended patient, either on
a regular basis via schedule or asynchronously by sending an
update notification. Once the updated and encrypted records
are downloaded to the mobile phone, the M-Health App then
breaks down the records into an XML hierarchical structure
such that records can be viewed/shared selectively. However,
only users with a personal identification number (PIN) that
satisfies the authorization policies are able to decrypt PHRs.
Users are authenticated via a PIN to retrieve and download the
encrypted records from the healthcare provider’s server to the
mobile phone. The M-Health App then uses an IBE private key
stored in the registry to decrypt the records to support offline
access.

The security model of our framework combines the the-
oretically proven Password-Based Key Derivation Function 2
(PBKDF2) that is based on the one that Kaliski[14]proposed,
and Identity-Based Encryption scheme proposed by Shamir
[25]. The PBKDF2 is a key derivation algorithm that was
shown to be secure, and is part of the Rivest, Shamir and
Adleman[19] laboratories and Public-Key Cryptography Stan-
dards (PKCS) series[14]. The PBKDF2 scheme was designed
to provide users communicating over an unreliable channel
with a secure session key even when the password or PIN is
drawn from a small set of values [2]. The scheme applies a one
way hash function to the input along with a cryptographic salt
value to produce a derived key or private key (D K), which is
used as the session key (sk) in our ACOF. To store the DK
securely on the mobile device, the user will on receiving the
key from the key server, encrypt the DK using his/her PIN as
follows:

DK _>Enc’r'ypt EPIN (DK)

The key server on the other hand will also encrypt the patients
data with the session key (sk ) as follows:

Data — Encrypt Esk(Data)

A copy of the data is placed on the server while another is
transferred to the patients mobile device. To access the data
on the mobile device, a patient must first access his/her DK.
This is done by requiring the patient to use his/her PIN to
decrypt the DK as follows:

DP[N(DK) —PIN (DK)
The session key (sk) is then obtained by using
sk < HaShSHA-l (DK,PRN)
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Fig. 2. Access Control Framework supported by Identity Based Encryption

where PRN is a pseudo-random number generated from a
combination of the user’s PIN number and in addition to some
of the user’s personal identification information. The sk is then
used to decrypt the data as follows:

E,i(Data) — 4, Data

The security model of our framework rests on the security of
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the RSA scheme, which is a public/private key scheme based
on the presumed difficulty of factoring large integers[19].
Additionally, for efficiency reasons, we do not use the IBE
scheme to directly encrypt the record data. Instead, we use
an AES key wherein each data object is encrypted using an
AES session key that is derived from the users PIN using
PBKDF2 algorithm, and the session key is protected using
the IBE mechanism as described by Boneh and Franklin, and
Cock[26], [8].

IV. SYSTEM IMPLEMENTATION AND EXPERIMENTAL
RESULTS

We developed a user-friendly PHR system that protects
and securely shares patients records on mobile phones using
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IBE infrastructure that we implemented on the basis of an
IBE library that supports Elliptic Curve Cryptographic (ECC)
operations and bilinear pairing functions [27]. Four laboratory
evaluation sessions that included computational performance
evaluation, Heuristic Evaluation, user experience evaluation
and focus group evaluation were conducted in a controlled,
laboratory setting to obtain feedback from users on the accept-
ability and functionality of the M-Health App system. First, we
measured the efficiency (download time) required to download
the records from the server to the mobile phone using four
different 3G cellular networks in Uganda, as well as decryption
performance on the mobile phone. To better evaluate the

 Plaintext

W Ciphertext

Electronic Health Records

Fig. 4. Storage Overhead Created Due to Data Encryption

performance of our crypto-based PHR system distributed on
mobile devices, we measured the efficiency of IBE decryption
on a mobile phone. We used a Huawei IDEOS phone, running
Android OS, with 256MB of RAM and GT-I9100 Samsung,
running Android OS with 1GB of RAM. Our motive was to
show the abilities of different platforms. The IDEOS phones
in particular were chosen as they were designed specifically
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for developing countries. We conducted this experiment using
a small set of medical records that contained a representation
of the PHRs from Allan Galpin Health Centre (AGHC). The
records include demographic information, allergies, prescrip-
tion, laboratory results, chronic problems and immunization.
Figure 3 summarizes the measurements conducted on the two
mobile devices. The results from Figure 3 demonstrate that
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the average decryption time of Huawei IDEOS mobile phone is
7.5 seconds while the average decryption time for GT-I9100 is
1.4 seconds. The difference in decryption time is attributed to
many factors including processor and memory capabilities[9].
Comparing the decryption time of PHRs on the two devices
and the recommended waiting time [17], the decryption time
of PHRs on the two platforms is acceptable performance-wise.
While, our results indicate that the encrypted records vary in
size we found no direct relationship between the records size
and time taken to decrypt the records. To determine the storage
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Fig. 6. Download Times between 12:30-16:00pm

overhead incurred by our architecture, we conducted an ex-
periment from a set of health records obtained from the Allan
Galpin Health Centre. The records contained a representative
of medical documents that includes demographic information,
allergies, prescriptions, laboratory results, chronic problems
and immunization. The size (in bytes) of each portion of
the records described include: demography (2070), allergies
(261), prescriptions (167), laboratory results (143), chronic
problems (211) and immunization (202). To measure the
storage overhead, we wrote a Java application that calculates
the actual content/record size. We note from Figure 4 that the
storage overhead of our architecture increased from 3054B to
4605B which is reasonable.

According to Nielsen [17], download performance/speed is
the single-most important design criterion on the Web. End-
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users are constantly demanding faster content downloads. The
download time is affected by a number of factors: the perfor-
mance of the browser, the speed of the Internet connection,
the local network traffic, the load on the remote host, and the
structure and format of the content requested (Nah, 2004).

We measured the efficiency (download time) of download-
ing the records from the server to the mobile phone using 3G
cellular networks and WLAN 802.11 to determine whether
our PHR system’s download time is tolerable [17], [12].. Our
experiments were done with Huawei IDEOS phone, running
Android OS, with 256MB of RAM. The size of the encrypted
records stored on MySQL database varied from 216 Bytes to
3128 Bytes. The mobile phone was connected via 3G cellular
networks to the Internet and the download time measured.
Figures 5, 6, and 7 describe a summary of our results.
The mobile phone was also connected via WLAN, connected
via ADSL connection to the Internet. Figures 5, 6 and 7
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Fig. 7. Download Times between 16.30-20:30pm

present the average waiting times of a two-week experiment in
which personal health records were downloaded from different
places, at the same times, using the four 3G mobile networks
in Uganda (MTN, Orange, Warid and Airtel) because of ease
of use. Three experiments were conducted each day at the
same time in four different places: Kampala city, Mukono,
Buddo and Nsangi and at different intervals: 8:30-11:30am,
12:30-4:00pm and 4:30-8:30pm, to establish the best time
interval or range for efficient downloads. Figures 5, 6 and 7
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Fig. 8. Download Time with UCU Wireless network

show the distributions of times taken to download the records
from the server to a mobile phone using 3G cellular networks
(MTN, Orange, Warid and Airtel) in Uganda. As shown in
Figures 5, 6 and 7, the average waiting/download time of
personal health records of sizes (in bytes) between 216 and
3128 on 3G cellular network is 6.5 seconds. The prolonged
waiting time was observed during the peak hours (12:30-
4:00pm), which greatly improved after 4pm. Comparing M-
Health App waiting time with Nielsens recommended time,
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we conclude that our system offers tolerable download times
using 3G cellular networks.

We also conducted a one-day experiment using WLAN
technology from the Uganda Christian University (UCU) net-
work. We used the UCU wireless network because the Univer-
sity had extended its wireless connection to the Allan Galpin
Health Centre. After obtaining approval from the University
authorities, we connected the experimental mobile phones via
an ADSL connection and the time taken to download the
records was recorded by the server. The results in Figure 8
indicate that the average waiting time of our system to
download the records from the server is 3.5 seconds in the
morning, 3.8 seconds in the afternoon, and 3.4 seconds in the
evening. Additionally, contrary to the 3G cellular networks,
the waiting time of M-Health App system to download the
records on WLAN environment is faster than that of 3G
cellular networks. The higher bandwidth provided by WLAN
technologies creates a performance gap between the 3G mobile
networks and the WLAN technologies. The results in Figure 8
indicate that the waiting time for 3G cellular networks is twice
that of the UCU WLAN. While WLAN is preferable the wider
coverage of 3G cellular networks will allow downloads to
proceed even if the patient is on the move.

V. CONCLUSION

We presented an access control framework to support
mobile PHR applications. In contrast to other architectures, the
framework is designed to enable secure export of PHRs beyond
the healthcare providers server security domain. To protect the
mobile PHRs, our framework provides end-to-end encryption,
and content-based access control. The experimental results
demonstrate that mobile phones can be used to provide efficient
and secure storage of PHRs in the developing countries. Due to
the small size of the field study sample, and the short duration
of the trial it might be helpful to conduct a wider study to
assess effectively the outcomes of the system. The benefits
and usefulness reported by the users could potentially translate
into improved medical and PHR outcomes. As mobile phone
penetration in developing countries progresses, and initiatives
to increase collaborative decision-making between patients and
healthcare givers increase, we anticipate there will be more
interest in providing patients accesses their medical records
using mobile phones.
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