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Electronic adherence monitors (EAMs) record and report
an array of health behaviors, ranging from taking daily
medications towearingmedical devices.EAMsareutilized
in research worldwide and are being investigated for clin-
ical use. However, there is also growing popular concern
about the extent to which electronic devices may be used
to monitor individuals, including allegations in the media
that EAMs represent a move towards BBig Brother^ in
medicine. Here, we highlight the unique benefits as well
as the potential ethical challenges that electronic adher-
ence monitoring generates. These challenges surround
autonomy, privacy and confidentiality, trust, and ancil-
lary care obligations. We describe key questions within
each of these domains that warrant further investigation,
and present potential solutions to many of the concerns
raised.
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INTRODUCTION

Many technologies now exist that enable remote health mon-
itoring, ranging from personal vital signmonitors that promote
fitness to video cameras that detect falls among the elderly.
While these devices may play an important role in health, they
also generate potential ethical concerns, chiefly raising the
specter of BBig Brother^1,2—invasive monitoring by organ-
izations or individuals in positions of authority. Prior literature
on such technologies has identified key ethical considerations,
including privacy and autonomy,3,4 and the balance between
them and the goal of improving health.4

Electronic adherence monitors (EAMs) are a subset of these
technologies that aim to document, specifically, how well an
individual followsmedical guidance. For example, medication
bottles can be fitted with electronic caps that record time-and-
date stamps whenever the bottle cap is removed, providing
objective data that function as surrogate indicators of adher-
ence. Similarly, electronic apnea mask monitors measure how

frequently the mask is used at night. Other examples are listed
in Table 1.
EAMs reduce uncertainty about adherence measurements,

both by avoiding recall bias (i.e., challenges in recalling daily
adherence events) and by minimizing social desirability bias
(i.e., preferential reporting of information that an individual
believes a researcher wants to hear). Some devices report
adherence in real time, allowing researchers to investigate
adherence problems as they occur.5 EAMs are utilized primar-
ily in research settings, although use in clinical care is
increasing.
EAMs raise specific ethical concerns that are distinct from

those raised by other electronic monitoring devices and by
non-electronic adherence monitoring strategies (e.g., directly
observed therapy). Principally, the continuous presence of
EAMs in an individual’s private life and their relative ease of
integration into his or her daily routines and environments
enable an unprecedented view of day-to-day activities. Fur-
thermore, unlike fall detectors and many other telemedicine
devices designed to monitor routine activities and events,
EAMs are designed to monitor taking of prescribed medica-
tions or other behaviors, introducing considerations about
control and power dynamics between prescribers and users.
In this article, we discuss four concerns with specific rele-

vance for and application to EAMs: 1) autonomy, 2) privacy
and confidentiality, 3) trust in patients, and 4) ancillary care
obligations. We identify preliminary philosophical responses
and practical solutions to these challenges, and raise questions
for future investigation.

Autonomy

Adherence monitoring may limit an individual’s liberty to be
non-adherent, and in that sense, limit her autonomy.1 Adher-
ence monitoring may also limit liberty more generally, be-
cause the researcher’s or practitioner’s (perceived) omnipres-
ent gaze may undermine an individual’s autonomy to behave
in ways construed as non-normative, embarrassing, or simply
private. While some empirical studies of e-surveillance devi-
ces (e.g., home fall monitors) suggest that individuals can gain
a sense of freedom from monitoring,6 other individuals de-
scribe a need to hide themselves from the device and thereby
avoid observation.7 Although patients can deceive clinicians
or researchers with some EAMs (e.g., a patient may open the
lid of an electronically equipped pill box without removing
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any pills), other EAMs, like continuous positive airway pres-
sure (CPAP) monitors8 and recently approved pill monitors
that document ingestion,9 may preclude this option.
We suggest two philosophical responses and one prac-

tical response to concerns about autonomy. First, if the
individual’s choice to continue using the EAM is vol-
untary, it is usually safe to assume that she genuinely
wants to be more adherent, and thus, when she succeeds
in doing so, that EAMs help her fulfill her own auton-
omous will.10 This response is irrelevant in situations in
which individuals choose to forgo therapy, such as ther-
apy perceived to be futile or too toxic. One could also
argue that what the EAM user Bloses^ while using the
EAM—primarily the freedom to remain sick or untrea-
ted—is of little objective value to the individual.11

Second, even if EAM use requires forfeiting a measure of
autonomy, a requirement of explicit informed consent for
EAM use (or opt-in use) could preserve autonomous control.12

Analogously, in so-called Ulysses contracts (future-oriented
self-binding contracts, such as some advance directives), indi-
viduals voluntarily sacrifice a measure of future freedom, and
the voluntary nature of the sacrifice can preserve overall
autonomy.13 Informed consent is the standard in research
and could be instituted in clinical EAM care as well, although
it would potentially create a barrier to EAM use in busy
clinical settings. Admittedly, some diseases may be of such
severity, and adherence of such priority (e.g., post-transplant
immune suppression), that patients who are offered EAMs
may have no real choice but to use them. In such instances,
however, the remaining challenge to autonomy would ulti-
mately stem not from electronic monitoring but from the lack
of acceptable alternatives to improving adherence.
Third, the importance of employing an EAM to improve

adherence or researchers’ understanding of adherence may
override concerns about minor losses of autonomy. Overcom-
ing disease may matter more than optimal autonomy. And
even when patients perceive surveillance as a form of control,
they may still view it positively, e.g., as providing
Bguardianship^.14

Privacy and Confidentiality

Concerns about privacy herein refer to researchers’ or
clinicians’ access to information about EAM users beyond
the specific behavior being monitored. For example,
EAMs may give researchers a basis for forming assump-
tions about users’ personal habits that would, in high
likelihood, occur with use of the EAM. In a study of
electronic scoliosis brace monitoring in a pediatric popu-
lation, researchers speculated that one (unidentified) par-
ticipant’s brace removal, which occurred regularly in the
morning, reflected times that she was bathing.15 Such
access may be perceived as privacy transgression. In a
study assessing acceptability of an EAM for measuring
antimalarial bednet use in Uganda, one respondent de-
scribed concern about researchers observing her while
she slept, although the device had no capacity to do
so.16 And in a study of telemonitoring, participants de-
scribed thinking of ways to cover monitoring devices in
order to avoid being watched within the private confines
of their homes.7 EAM users and even researchers may not
be aware of what behaviors are being monitored until the
devices’ records are analyzed.
In contrast to privacy, confidentiality herein pertains to

outsiders’ access to personal health information that
EAMs reveal. One primary risk associated with EAMs
is the potential for unintended disease status disclo-
sure—a greater concern for stigmatized illnesses like
HIV than for most other conditions. Our group is study-
ing EAMs in rural Uganda, where most technology is
readily noticed, and EAMs are being used exclusively for
studying HIV/AIDS. There, the device has led to unin-
tended disclosure of HIV status, and concern about dis-
closure has arisen in other studies as well.17 However,
the devices have also created a positive opportunity to
enable desired disclosure.18

EAMs’ definitional reliance upon electronic data creates the
potential for breaches in confidentiality through security
breaches. Blanket regulations, such as the U.S. Health Insur-
ance Portability and Accountability Act (HIPAA) privacy and
security rules,19 may protect the electronic data that EAMs
collect, but as recent prominent security breaches have shown,
electronic data is at risk even in settings with strictly enforced
protections.20 And EAMs are frequently used in parts of the
world where electronic health data are not stringently
regulated.21

The extent to which someone tolerates loss of privacy or
confidentiality is culturally and individually relative.22 For
instance, while HIV patients in India and Malawi23 and in
the United States24 have expressed concerns that electronic
pill bottles could raise suspicion from family and neighbors,
such concerns were not raised by HIV patients in Uganda,5

Tanzania,10 or South Africa.25 The heterogeneous findings of
these studies may reflect variations in individual or cultural
conceptualization of privacy and confidentiality, in criteria for

Table 1 Examples of EAM Devices and the Illnesses They Have
Been Used to Study

Electronic adherence monitor Examples of illnesses studied

Electronic medication containers HIV, diabetes, cancer,
hypertension, lupus

Real-time electronic medication
containers

HIV, tuberculosis

Electronic blister packs Post-transplant immune
suppression, hypertension

Electronic braces Scoliosis
Electronic nebulizers Smoking-related pulmonary

disease, cystic fibrosis
Electronic inhalers Asthma
Electronic continuous positive
airway pressure masks

Sleep apnea

Electronic auto-injectors Multiple sclerosis
Monitoring-enabled vibration
platforms

Multiple sclerosis
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what counts as a breach, or differences in disease-associated
stigma.
We identify three possible practical responses to concerns

about privacy and confidentiality. First, deliberately using
similar EAM devices not only for stigmatized diseases (like
HIV) but also for relatively non-stigmatized diseases (like
hypertension) would help disguise who has the stigmatized
disease in settings where these devices are highly visible and
unique, and therefore likely to attract attention. Second, in
clinical settings, creating explicit informed consent procedures
for EAMs may preempt both privacy and confidentiality con-
cerns by ensuring that individuals authorize any sharing of
information. Third, a blinded-monitoring approach in which a
third-party aide with no personal contact with research sub-
jects or patients reviews adherence data might mitigate privacy
concerns. Automated monitoring, in particular, could remove
potential feelings of judgment.

Trust

Trust is vital in patient–provider and participant–researcher
relationships, and may itself increase adherence.26 Constant
monitoring for perceived adherence lapses carries a risk of
suggesting to individuals that they have something to hide27 or
that their reports of adherence cannot be fully trusted. Al-
though not infallible, EAMs provide objective measures of
adherence that are typically more accurate than self-reported

information.28 Reported results can contradict instances when
individuals subjectively report to have taken medication (e.g.,
suggesting social desirability bias), which may damage the
patient–provider or participant–researcher relationship. In a
study of an EAM to monitor health care providers’ use of
hand sanitizers, one participant (a medical provider in that
case) complained about being monitored, potentially protest-
ing perceived distrust: BWhy do we need to be treated like
kindergartners? I’m a professional^.29

We identify one philosophical and one practical response to
these concerns. First, some perceived mistrust may be an
acceptable cost of studying or optimizing adherence. The
harms incurred from a slight reduction in trust could be sub-
stantially outweighed by the benefits of adherence. For exam-
ple, small deficits in trust need not impair the functioning of a
clinician’s relationship with the patient, but may enable small
improvements in adherence that prevent significant negative
health outcomes (e.g., development of ARV resistance). A
second practical solution to these concerns may be seen in
devices that facilitate patient self-monitoring (e.g., pill bottles
that display the number of cap openings to patients30). This
may convert the device from a tool solely designed for data
gathering to an adherence tool that empowers users to better
monitor their own choices. Notably, some consumer products
that could be considered EAMs, such as commercially avail-
able activity monitors, complete this transition by making the

Table 2 Key Ethical Challenges, Related Questions, and Potential Solutions in EAM Research and Clinical Practice

Ethics domain Theoretical questions Potential practical solutions for further consideration

Autonomy • Does frequent or continuous adherence monitoring
threaten autonomy more than patient self-reporting?
• Does simply observing adherence with an EAM
(instead of intervening based on EAM data) impact
autonomy?
• Can simply monitoring adherence be coercive?
• Do public health concerns about infectious diseases
trump concerns about autonomy?

• Opt-in use of EAMs (vs. opt-out or mandatory use)

Privacy and confidentiality • Does monitoring threaten the putative right to
withhold personal details from providers?
• How much do users authorize loss of privacy when
consenting to the use of EAMs?
• What minimum data security precautions should
health officials, researchers, and clinicians adopt to
protect EAM data in the absence of local government
regulations?
• How might researchers address privacy concerns
arising from covert monitoring, even if consent is
granted retroactively?
• How do local cultural attitudes affect perceptions
of threat to privacy and confidentiality?
• Do EAMs change local concepts of privacy and
confidentiality?

• Informed consent (including in clinical practice)
• Adoption of EAMs to monitor multiple diseases in
settings where devices might be associated with a
stigmatized illness (e.g., HIV)
• Tailoring devices to local privacy concerns
• Third-party blinded monitoring

Trust • Do EAMs imply mistrust of a patient’s word?
• Could the threat from perceived mistrust to patient–
provider concordance be so great as to render EAMs
unwarranted?

• Devices that facilitate feedback to individuals
(e.g., devices with built-in reminder systems)

Ancillary care obligations • How much are researchers responsible for addressing
non-adherence detected by EAMs?
• What characteristics of the risks of non-adherence,
study design, consent process, etc., influence this
responsibility?
• How much does advanced disclosure of lack of intention
to intervene (e.g., during the informed consent) mitigate
researchers’ responsibilities?

• Informed consent
• Use of relatively inexpensive or low-intensity
interventions (e.g., text message reminders) when
non-adherence is detected
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user both the monitor and the monitored. These devices create
potential for adherencemonitoring bymarketing firms or other
commercial enterprises—new dynamics that will need to be
examined as they evolve. Finally, monitoring may also en-
hance relationships with health providers and researchers,31

perhaps mediated through an increased perception of trust
when the objective indication of adherence makes an EAM
user appear responsible and trustworthy.

Ancillary Care Obligations

When an EAM detects non-adherence in a research study, this
information becomes available to researchers, sometimes in
real time.32 Researchers then possess potentially actionable
health information. To what extent must they address the non-
adherence that EAMs detect? The data that EAMs collect pose
a unique strain on obligations of ancillary care (that is, for care
that research participants need but that goes beyond what is
required in order to conduct the study). Because of resource
limitations and the large amount of data that EAMs collect,
researchers (and clinicians) will almost certainly lack the
capacity and the financial resources to act immediately on all
instances of detected non-adherence. That includes non-
adherence with potentially significant clinical implications
such as development of antiretroviral resistance among HIV
patients.
We see one philosophical and two practical potential

responses to this challenge. Although research participants
may tacitly entrust components of their healthcare to research-
ers, who thereby acquire some duties to provide related ancil-
lary care, the Bscope of entrustment^ has been said to depend
on the study aim or design.33 Therefore, researchers might not
always be obliged to intervene in cases of identified non-
adherence.
Practically, the nature of intervention in response to non-

adherence may vary even when obligations to intercede exist.
Overburdened investigators could, for instance, partner with
local health systems to alert providers without responding to
non-adherence directly.34 In addition, the development and
promotion of low-intensity adherence interventions (e.g.,
home visits or text messages when non-adherence is
detected35–37) as part of EAM-based research studies could
address the challenges associated with frequent intervention
without imposing onerous demands on investigators or
clinicians.

SUMMARY

As researchers, and increasingly clinicians and policymakers,
decide when and how to use EAMs, philosophical and prac-
tical responses to the ethical challenges that these technologies
raise will be necessary. This analysis identifies ethical chal-
lenges surrounding autonomy, privacy and confidentiality,
trust, and ancillary care obligations. Understanding the basic

ethical challenges, as well as possible solutions, will help
improve the experience of using these devices and preempt
later dilemmas and harms.
Empirical work exploring individuals’ attitudes towards the

challenges and potential solutions is needed. Preliminary ques-
tions to guide further research are presented in Table 2. Studies
on attitudes towards the use of EAMs could guide clinical-,
research- and policy-level recommendations on best use of
these devices. In particular, empirical studies should reflect the
broad geographic and cultural contexts within which EAMs are
being used, reflecting the variety of attitudes in these disparate
environments. As new health monitoring technologies continue
to emerge, such guidance becomes all the more pressing.
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